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INTRODUCTION




Introduction

A connected car - a vehicle able to optimise its own operation and maintenance as well
as the convenience and comfort of passengers using onboard sensors and Internet

connectivity.

(McKinsey, 2014)
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Introduction

Privacy - ability of individuals to decide when, what, and how information about them is disclosed
to others.

Privacy principles demand that systems minimise personal data collection

(Duri et al., 2002)
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Introduction

A modern connected car has

Telematic systems (vehicular information Infotainment systems (non-vehicular
such as fuel efficiency, recently visited information such as voice calls, text
destinations, routes travelled) messages, emails, social networking)

(Jaisingh, El-Khatib, & Akalu, 2016)
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NEED FINDING AND TASK




Need finding

Connected vehicles send data to :
- Vehicle manufacturers
- Workshops

Insurance companies

- Third party apps

19 April, 2017 | Master thesis | IAD | Nupur ASgary L
Image source: http.//www.mycarmydata.eu/




Need finding

This mass of accumulated data This poses new risks and major

allows many new applications data protection problems.
and business models

https.//www.sedafa-projekt.de/konsortium.php
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SeDaFa Projekt

The need is identified by the ongoing SeDaFa Projekt (Selbstdatenschutz im vernetzten Fahrzeug), or
“Self protection in a connected vehicle”

It is a collaboration of :

- Vehicle manufacturers (Volkswagen & Daimler)

- Security system providers (Accessec GmbH & Fraunhofer SIT)

- Research Universities (IAD, TU Darmstadt & University of Hohenheim)
- Legal bodies for data protection (ULD)

All these bodies are working towards finding a common solution for data protection of the motorists

https.//www.sedafa-projekt.de/konsortium.php
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Motivation

“There is a clear disconnect in what is being tracked and
what citizens are willing to accept when it comes to car data.
Not only strong data protection, but informed consent and
free choice of service providers need to be addressed.”

Thierry Willemarck, FIA Region |
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Research gap

Requirements
catalogue

Bridge existing
research to design
an HMI concept
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Task

Need for a concept that can let the user control their
privacy and also review what is being shared, e.g. car :
interface R

Project tasks defined:

+ Development of a privacy HMI in the car

- For the use cases: Before driving/parking position,
during driving and remotely controlled(smartphone)

- Consideration of the demands of driving situation O Q Q

Image source: http.//www.mycarmydata.eu/
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METHODOLOGY




Methodology : User centred design ISO 13407

Identify need for
human- centred
design Understand and
specify the context
of use

System satisfies

Evaluate designs specified user & Specify the user &
against organisational organisational
requirements requirements requirements

Produce design
solutions
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