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Summary

Modern day connected cars equipped with infotainment and telematics systems that can collect substantial amounts of sensitive data and various
smartphone applications as well as manufacturers and service providers have access to a huge pool of data that can be transmitted from a car that
contains private information. There is a need for an application that can help users control their privacy by making informed decisions about the
data that they are going to share.

The user studies conducted by FIA and IAD are referred to formulate a catalogue of Requirements for the design of such an app, and the technical
requirements of making a vehicular HMI are derived from existing literature. Then a UX-design approach is followed to create a concept that
allows users to quickly select pre-defined settings based on recommendations from an internal privacy scale that rates applications based on their
frequency and volume of data sharing and it also lets users make customized settings for providing data access to applications.

Finally the prototypes of the concept are developed and tested for their ease of use and usability parameters. Some parameters are suggested for
future testing in a simulated driving environment, as the application will be used in both driving and non driving situations. A smartphone
application is also developed to help make the privacy settings on the go.

A comparative study between Indian and German privacy views reveals that the concept is easily implementable in India as the privacy concerns

are largely similar and both the places are ready to have more control over their privacy settings.

Practitioner Summary

Following a human-centered design approach to formulate a concept for an interface for self-controlled privacy in a connected car, based on the
user's view on privacy and data sharing. It allows the user to select between pre-defined privacy settings or customize settings based on privacy
recommendations.

vi
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1 Introduction

Automotive Technology is increasingly advanced and along with these advancements come major privacy concerns for drivers. This is especially
true for modern day connected cars equipped with infotainment and telematics systems that can collect substantial amounts of sensitive
information. As cars begin to communicate wirelessly, the market for vehicle data is a lucrative new horizon. There is a rush to control this data

and many vehicle manufacturers, who control this data at present, aim to become the service provider for all your car-related needs.

Connected cars in the market which are equipped with internet access are able to send and receive data, enable tracking and are able to
communicate private information about consumers. Various smartphone applications as well as manufacturers and service providers have access
to a huge pool of data that can be transmitted from a car and there is a clear disconnect in what is being tracked and what citizens are willing to
accept when it comes to car data.

This not only needs strong data protection, but consumers have a right to know what data they are sharing in order to make informed decisions.
Several user studies reveal that the consumers feel the need to control their data and the service provider they choose to share it with. They also
must have the possibility to shut off communication when possible. Along with the user needs and technical requirements, this project aims at
formulating a concept for an interface for self-controlled privacy in the connected cars.

A catalogue of requirements for the concept is presented after studying the available literature and the user studies which examine the user
intentions and expectations from privacy in a car. Based on the requirements listed in the catalogue, a concept for step-wise privacy settings is
suggested, which walks the user through the possible changes they can make to ensure privacy. A user-centered approach is followed while
creating an interface for the vehicle and an accompanying mobile phone application. The final results are presented along with an analysis of the
requirements which are being fulfilled or not by the concept suggested.



2 Literature review

2.1 What is a connected car

A car equipped with Internet access that can send and receive data on the vehicle’s status, condition and user preferences. Smartphone
applications, car diagnostics and parking recommendations can use the vehicle data and be displayed on the vehicle’s dashboard screen.
(FIA Region 1, 2016)

According to the American Department of Transportation, “Connected vehicle applications provide connectivity among vehicles to enable crash
prevention, between vehicles and the infrastructure to enable safety, mobility and environmental benefits; among vehicles, infrastructure, and
wireless devices to provide continuous real-time connectivity to all system users” [US Department of Transportation 2015]. It is worth noting that,
in this case, general networking capabilities are considered, not indispensably a connection to the Internet. (Coppola & Morisio, 2016)

Connected-vehicle technologies are visualised to ultimately include safety, mobility, and environmental applications. Connected-vehicle safety
applications would enable vehicles to have 360-degree awareness to inform a vehicle operator of possible hazards. These safety applications have
the potential to reduce crashes through advisories and warnings. Connected-vehicle mobility applications are intended to provide a connected,
data-rich travel environment based on information transmitted anonymously from thousands of vehicles that are using the transportation system
at a particular time. Providing travelers with real-time information about traffic congestion and other travel conditions is expected to help them
make more informed decisions that can reduce the environmental impact of their trip. Informed travelers may decide to avoid congestion by
taking alternate routes or public transit, or by rescheduling their trip, all of which can make their trip more fuel-efficient and ecofriendly.
(Schoettle and Sivak, n.d.-b)

2.2 Privacy in a car

In a general sense, privacy may be defined as the ability of individuals to decide when, what, and how information about them is disclosed
to others. Privacy principles demand that systems minimize personal data collection, for example through anonymization. Before personal
data can be collected, consent from the data subject needs to be obtained by notifying about the nature and purpose of their data-collection
and offering policy choices. Furthermore, it also requires the application of privacy preferences, either through technology, business
practices, laws, or some combination thereof, in the use and further dissemination of the disclosed information. (Duri et al., 2002)



The data in a car can be classified as two broad categories : Telematic and infotainment data. (Jaisingh, El-Khatib, & Akalu, 2016) Telematics
systems contain vehicular information about internal systems such as fuel efficiency, engine failures, brake pad wear, transmission issues, oil life,
climate control, biometric sensors, vehicle speed, acceleration, direction, braking, cornering, ignition, steering, seat belts, door locking, tire
pressure, and recently visited destinations including routes travelled. This data is primarily used for vehicle diagnostics and emergency situations
to automatically provide roadside assistance service providers pertinent information. Infotainment systems contain non-vehicular information such
as voice calls, text messages, emails, social networking, personal contacts, calendar/planner schedules, search history, recently viewed content
(photos, audio, video, websites), and any other data which may be synced from mobile devices. Moreover, infotainment systems provide drivers
the convenience they desire and the ease of use they need while performing various onboard tasks when driving. Such onboard tasks may include
hands free calling, text messaging, emailing, etc. Other types of data may be driver’s profile and preferences, GPS & location data and the driver/
rider profile. Recently, modern infotainment and telematics services are merging together to provide drivers both infotainment and telematics data
for various applications requiring both sources of information. Such applications may include automatic text messaging of estimated time until
arrival based on the vehicle’s current location and average speed, or automate certain infotainment services based on ignition, door

locking/unlocking, etc.

In Canada, the Personal Information Protection and Electronic Documents Act (PIPEDA), is a legislation which was established to provide a set of
rules governing how private sector businesses may collect, use, and disclose personal information through the course of their commercial activities
while recognizing individuals’ right to privacy with respect to their personal information. By definition, according to PIPEDA, personal information
is “information about an identifiable individual”. Moreover, within the context of vehicular data, this includes various pieces of information which
can be obtained from both infotainment and telematics systems. Information may include identification data, personal communications data
(voice, text, email, social networking data), location data, biometric and health data. In addition, both driver behavior data and miscellaneous
infotainment data may not constitute personal information in accordance to PIPEDA, however, they certainly have implications on one’s privacy.

Customer data produced by both infotainment and telematics systems have become a very hot product for infotainment and telematics service
providers seeking substitute revenue streams as many third parties such as marketers, merchants, application developers, insurance companies,
governments, data brokers, and law enforcement agencies are interested in buying this data for the valuable insights it can deliver using data
analytics. (Jaisingh, El-Khatib, & Akalu, 2016) That being said, with respect to knowledge regarding service and aftermarket repairs, much of this
data may be retrieved and instigate from vehicle infotainment/telematics systems. Data brokers then investigate the data using data analytics to



make potentially sensitive inferences about different drivers and later share this information with third parties for purposes such as behavioral
profiling or advertising.

It is important that automakers and infotainment/telematics service providers do not collect more data than compulsory for providing the service,
because the risks of over-collection increase privacy consequences as more unexpected third parties gain access to potentially sensitive information
for secondary purposes. Regarding secondary purposes, collected data should only be used for the original purpose which it was intended as stated
in company’s terms and policies. In fact, using collected data for secondary purposes may infringe on the privacy of customers. Another example of
a possible privacy alarm is the data that persists on infotainment systems even after the driver has disconnected their mobile device. This concern
mainly applies to shared vehicles as the previous driver’s synced data such as email, contacts, and calendar may still be available to a stranger.
(Jaisingh, El-Khatib, & Akalu, 2016)

2.3 Self controlled privacy in a vehicle

Upon reviewing the current state of data privacy in the car, it is suggested that we create a privacy interface for automobiles. A user-centered
application which can let the user control their privacy and also review what is being shared. But this interface would be required to have
compliance to the norms of vehiclular interface design. Keeping the definition of user privacy and the possible implications of data-collection and
usage in a vehicle in mind, it may be required to discuss some existing norms for vehicular interface design that need to be consulted while
designing a system that lets the user control the privacy of their data in all possible scenarios, like driving or in a parked position and also be able
to control the privacy of their data remotely through other connected devices.

The following sections provide an overview of the norms for designing such vehicular interface and reports the studies about user’s opinions on
the connected car technology as well as opinions about privacy in a vehicle. The user studies will help to understand the concerns and get clues to
designing such an interface which is usable.

Upon studying the given norms for interface design and the user's expectations with privacy related to connected vehicles, a catalogue is presented
in Section 3 with all the requirements to be kept in mind while designing the concept for such an interface which allows the user to control the
sharing of data in their vehicle.



2.3.1 Overview of norms on wvehicular interface design

The National Highway Traffic Safety Administration (NHTSA) has issued a nonbinding, voluntary NHTSA Driver Distraction Guidelines to promote
safety by discouraging the introduction of excessively distracting devices in vehicles. The NHTSA Guidelines list certain secondary, non-driving-
related tasks that, based on NHTSA’s research, are believed by the agency to interfere inherently with a driver’s ability to safely control the vehicle.
The Guidelines recommend that those in-vehicle devices be designed so that they cannot be used by the driver to perform such tasks while the
driver is driving. The list of tasks considered to inherently interfere with a driver’s ability to safely operate the vehicle include: displaying images
or video not related to driving; displaying automatically scrolling text; requiring manual text entry of more than six button or key presses during a
single task; or requiring reading more than 30 characters of text (not counting punctuation marks). All the relevant guidelines are listed in the
catalogue in Table 1. (NHTSA-2010-0053)

Driving is a complex task requiring continuous allocation of attentional resources to both driving and non-driving tasks. Because of this, driving is
an interactive balance between cognitive, physical, somatosensory, visual and psychomotor skills. Driver and vehicle form an integrated system
that includes the environment, vehicle controls, and displays collectively defined as the transport information and control systems (TICS). Since
driving is an interactive systems activity, vehicle characteristics in combination with human capabilities constitute important factors in the
performance of this TIC system. In order to achieve optimal driver performance, the purpose of TICS is to support drivers in their primary task
such that performance, comfort and safety are increased and overall driver workload is not negatively influenced by the use of TICS. One set of
factors influencing this process involves the characteristics of visual displays. Some design standards define certain properties of an HMI and
follow continuously technological and methodological progress. In many cases they represent an important basis for regional recommendations
and memoranda of understanding, covering the dialog management principles, visual presentation and auditory presentation of information in the
vehicle HMI. Such requirements are listed in the catalogue. (E DIN EN ISO 15008:2016-02 ; ISO/DIS 15008) (E DIN EN ISO 15005:2016-02 ; ISO
15005:2002(E))

Another solution for in-vehicle interfaces is by using speech recognition. Speech recognition converts spoken words to machine-readable input,
this input allows the machine to identify words the person is speaking and subsequently process the command. (Hua & Ng, 2010) It lets users
manipulate the machine verbally without having to manually control it. This has the benefit of helping users to complete their work more



efficiently while doing multiple tasks simultaneously. Using a case study and review of the literature, the paper illustrates a set of guidelines which
are mentioned in the requirements catalogue.

While navigation decision making can be largely memory-driven, requiring little if any new information, guidance decision making and control
decision making are based on the immediate driving environment and can be considered as mainly data-driven. A framework for providing
ecological function allocations in intelligent driver interface consists of four general principles, as described in (Wang, Hou, Tan, & Bubb, 2010),
each corresponding to a specific design requirement. The design principles are as mentioned below.

* Principal 1: to support interaction via time-space signals, the driver should be able to act directly on the display, and the structure of the
displayed information should be isomorphic to the part-whole structure of movements.

* Principal 2: to provide a consistent one-one mapping between the driving domain constraints and the cues or signs provided by the
interface.

* Principle 3: to represent the driving domain in the form of an abstraction hierarchy to serve as an externalized mental model that will
support knowledge-based problem solving.

* Principal 4: navigation/strategic decision making can generally be done while driving as time permits from minutes to hours.
Guidance/tactical decisions are considered to take place in seconds while control operational decision require only milliseconds to execute.

2.3.2 Overview of user opinion on connected cars

A survey (Schoettle & Sivak, n.d.-b) examined public opinion regarding connected-vehicle technology across three major English-speaking
countries—the U.S., the UK., and Australia. The survey yielded useable responses from 1,596 persons over the age of 18. The majority of
respondents had not previously heard of connected-vehicle technology; however, most had a positive initial opinion of the technology. In an
evaluation for user interest in the new services of a car in a separate study (Zimmermann M, 2016) respondents exhibited greater interest in faster
navigation and improved safety, followed by better entertainment and more information about the car, whereas connectivity features were given
the least importance. The majority felt that the expected benefits like fewer crashes, reduced severity of crashes, improved emergency response to
crashes and better fuel economy are likely to occur. Respondents generally expressed a high level of concern regarding the data privacy, system
security (from hackers), safety consequences of equipment failure or system failure and increased distractions for drivers. The majority of those
surveyed stated that safety was the most important aspect of connected vehicles, while mobility and environmental applications were given very
less weightage.



Most individuals said that it is important for personal communication devices to integrate with connected vehicles, as well as for such vehicles to
have Internet connectivity. The majority of respondents expressed a desire to have this technology in their vehicle. When it comes to connected
cars, consumer interest remains consistent and new functionalities do not overtake traditional interests. (FIA Region 1, 2016). Willingness to pay
for connected-vehicle technology was moderate amongst all countries. The results from all three countries surveyed were remarkably similar in
most regards. However, U.K. and Australian respondents were less concerned with security related to hacking and data privacy than U.S.
respondents. The study also shows younger respondents were more interested in the entertainment services like music streaming and preferred it
over e-mail services in the connected cars. There was no such clear differentiation amongst older respondents.

Users can be divided into six kinds based on their views about connected cars, i.e. Enthusiasts (12%), Connected & relaxed (20%), interested but
hesitant (25%), distant (19%), anxious & not interested (14%) and opposed (10%). The visualisation is shown below.

Not concerned
about data security 2. Connecled &
Relaxed

Mo interest in 3 S
connected car services L“’g‘ inferest in

connected car services
6. Opposed

5. Anxious &
Not Inferested

Fearful about data security

3. Interested but Hesitant

Figure 1: Where the types fall on a scale of interest in connected cars versus concern about data security.

An overwhelming majority of consumers called for legislation to protect user data with connected cars. There was some indecision as to whether
this should be European or national legislation, but a small preference for European legislation was seen. (FIA Region 1, 2016)



Another survey (Schoettle & Sivak, n.d.-a) which examined the public opinion regarding autonomous and self driving vehicle technology yielded
similar results, with some anomalies. While a majority of individuals had previously heard of self-driving vehicles, a majority had not previously
heard of connected vehicles. Most respondents felt that less traffic congestion and shorter travel time were each unlikely to occur with self-driving
vehicles, however they were rated higher on the expectations scale for connected vehicles. A higher level of concern was expressed regarding the
use of self-driving vehicles. However, concern was high in both studies regarding data privacy for U.S. respondents. Interest in having connected-
vehicle technology was much higher than the interest in having self-driving technology on respondents’ vehicles. A higher percentage of
respondents were willing to pay extra for connected-vehicle technology. However, those who were willing to pay for self driving technology were
willing to pay more than those who would pay for connected vehicle technology.

2.3.3 Overview of user opinion on privacy in connected cars

The study to determine the status quo of data security in cars from the user’s point of view (Zimmermann M, 2016) reveals that the readiness
amongst the users to release their data is overall low and depends on the location of storing and processing the data. Overwhelmingly respondents
felt that the data generated by the car should be owned by the driver or owner of the vehicle. Almost all drivers wanted the possibility to switch
off all communication from their vehicle, which is also covered in the requirements catalogue. (FIA Region 1, 2016)

As illustrated in the catalogue of requirements, they are somewhat comfortable to release data if it is stored and processed within the vehicle like
saving contacts internally. Sending music preferences to the music provider, sending data to or contacting the manufacturer and sharing GPS data
with the provider are least preferred. The identity of the data receiver and the location of the data being stored and processed is relevant to the
user. The users exhibit greater trust in the police and rescue workers and the mechanical workshops with their data, and lesser with the car
manufacturers, music streaming providers and providers of rebates. The relevance of the situation or the service is also important, as more users
are comfortable sharing their GPS data with the rescue workers in case of an emergency as compared to the manufacturers of the car. Users
perceive calendar entries, GPS data and the travel profile as more personal data than the music selection and vehicle data (like motor power,
breakage and acceleration, steering or fuel behaviour). However, the latter may be a

potential source of information. The users are most motivated to release their data when there is complete transparency about who receives the
data and how it is being processed, which is a big requirement factor for the self controlled privacy. Moreover, users are willing to release their
data if there is a perceived added value of the



service, like saving travel time. However, financial incentives like good value for money are not important motivations to release data. There is a
behavior gap as the studies reveal that the users are not very critical and controlling of the data on their smartphone and computers. Not all users
ensure the activation of their smartphone location services or verify data protection regulations while installing an application. Users who reported
a careful handling of data while using the navigation services on their smartphones and computers also exhibited a lower willingness to release
their data than those who reported a lower control of their data in everyday life.

Upon review of all the norms for vehicular design and upon reading and evaluating the user expectations from privacy in connected cars, the
requirements catalogue is formulated in a tabular format and it is presented in Table 1 in the next section. The requirements catalogue is followed
by the method that will be used to realise the requirements into a concept for self-controlled privacy.



3 Requirements catalogue

Based on the review of technical requirements of the vehicle interface from the above mentioned literature, and from the study of user opinion of
privacy in connected cars, a list of requirements is derived. The user statements listed in user studies conducted by FIA and IAD are interpreted to

reveal the motivations and expectations of the users to share information with service providers and third party applications. The requirements are

derived either from direct user statements or by interpreting what the studies show by analysis. The process of reviewing the requirements and
interpreting them to give design directions is explained in the next section. These requirements will guide the conceptualisation process for the
interface to control privacy of data. Table 1 lists all the requirements along with the source. Table 2 lists additional comments for the requirements
list. Refer to Appendix A for the color specifications.

Table 1: Requirements catalogue for the privacy-app concept
Category of
Nr. Description of the requirement -g ’ Source
requirement
[l The displayed text should not be continuously moving text. Per se lock out NHTSA-2010-0053
2 A driver should not enter more than six button or key presses during a single task. Per se lock out NHTSA-2010-0053
3 There should not be more than 30 characters of visually presented text. Per se lock out NHTSA-2010-0053
When manual device controls are placed in locations other than on the steering _
. i ) Single handed
4 control, no more than one hand should be required for manual input to the device " NHTSA-2010-0053
operation
at any given time during driving. P
The maximum device response time to a device input should not exceed 0.25
5 P P Response time NHTSA-2010-0053
second.
Dial Heinrich C,
ialo
A TICS dialog shall regulate the flow of information so that it can be easily . Automotive HMI
6 i management .
perceived e International
P P Standards
7 The driver must be able to override any intervention of the system towards driving Dialog Heinrich C,
functions management Automotive HMI

10




































































































































































































